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Summary

IXL Learning’s award-winning personalized learning platform is the gold standard in educational
technology. With brands such as Rosetta Stone, Teachers Pay Teachers, Dictionary.com, and
Education.com, IXL is helping 96 of the top 100 U.S. school districts improve teaching and learning
with its technology. However, multiple acquisitions mean multiple methods for managing
Terraform deployments, and binding that diverse range of brands together with one infrastructure-

as-code (laC) management strategy is an epic undertaking that Spacelift is helping them with.

We spoke to Clayton Keleher, Senior Software Engineer on IXL's Unification team, and Rob Ramirez,

IXL Senior DevOps Engineer, about how they are forging a unified approach to 1aC with Spacelift.
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IXL's 1aC challenge

When their existing Terraform solution became cost-prohibitive due to a change in its pricing model,
the company started investigating alternatives. Concerns about unsustainable costs could not be

something that would restrict their design ambitions as they expanded their [aC footprint.
Other criteria included:

e Ease of use and onboarding for new users without inhibiting experienced users
e Strong governance, auditing tools, and permissions settings
e Managed state files

e Management of the platform using laC

Spacelift’s work as one of the founding companies behind OpenTofu brought it to the IXL team’s

attention, and its solid support and scalable pricing model made it IXL's ultimate choice.

How IXL Learning manages its infrastructure — a
single, unified approach

The various business units within IXL have different methods of organizing laC, ranging from large
monorepos to small polyrepo patterns. A history of acquisitions has left IXL with multiple mature,
robust Terraform practices across different business units, with a huge variance in adoption
methods. However, the team is building company-wide standards for new projects, with the intent
of having monorepos for each business unit, along with a business-unit-agnostic monorepo for
management of shared resources and modules. Adopting this new execution platform for the entire
company has given the team the opportunity to realign their practices, with the ultimate aim of
converging on a single, unified approach that other teams can adopt. As Clayton Keleher explains,
“our currently evolving strategy is to maximize the amount of Spacelift configuration and

management done as |aC, including stack definitions.”

The One Stack concept

Senior DevOps Engineer Rob Ramirez is the mastermind behind the One Stack construct, a single
entrypoint for an entire business unit’s set of stacks to be managed as code. He explains the
rationale behind the concept: “We wanted to have all the Spacelift objects in 1aC Terraform, but |
realized that you can consolidate the creation of certain stacks and keep going up and up and up,
but at a certain point, there is one thing that you have to create by hand. So | created One Stack — |

called it ‘the one stack to rule them all’, but we shortened it to One Stack.”

The One Stack creates a “stack” stack that generates all other “resource” and “context” stacks. This
approach ensures consistency, delivering a uniform structure across all environments and
applications, especially for foundational elements like |AM, security groups, and VPCs. As Rob

points out, “each ‘stack’ stack is identical to any other ‘stack’ stack, the only difference being a local

variable.”
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Each environment has its own context, and all contexts share the same common files. These files
are injected from the directory context/$ENVIRONMENT/mounted_files into the project root at
execution time. All of this is orchestrated by laC definitions, with the team’s One Stack creating the
stack stack, which in turn creates the context stacks and resource stacks. As their names imply, the
context stack generates environment-specific contexts for stacks to bring in, and the resource stack

creates resources by combining contexts and the “common” directory shown in the image above.

Here is an example of the local variables IXL uses to compose the many stacks they create within

Spacelift:
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locals {
stack =
words_app_infra_load_balancer_stacks = -
labels = | "spacelift _credentials" ]
repository_name = "words.com-terraform"
repository_branch = "spacelift-poc"
project_root = "app_infra/load_balancer/stacks"
VCs_index = "“spacelift-to-github-ix1l-learning"”
space_lndex = "Words"

words_foundation_iam_groups_stacks = {

labels = [ "spacelift_credentials" ]
repository_name = "words.com-terraform”
repository_branch = "gpacelift-p~-"

project_root = "foundation, S¥NY ,ups/stacks"”
vcs_index = "gpacelift-to—github-ixl-learning"

space_index = "Words"

words_foundation_iam_policies_stacks = -

labels = [ "spacelift_credentials" ]
repository_name = "words.com-terratorm”
repository_branch = "gpacelift-poc"

project_root = "foundation/iam/policies/stacks"
vCs_index = "gpacelift-to—github-ix1l-learning"
space_index = "Words"
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IXL's approach to policies

Policies control the kind of resources engineers can create, their parameters, the number of
approvals required for a run, the kind of tasks executed, what happens when a pull request is open,

and where notifications are sent.

IXL uses approval policies to enable cross-business-unit collaboration and advanced visibility while
also requiring expert approval for any domain changes. Specifically, all IXL Spacelift users have
default visibility into every other space across the company and can even initiate runs as desired.
However, so-called admin approval policies ensure that no run is applied unless an administrator of

that product space has approved it.

Clayton explains how it works: “For example, all stacks for our TPT product are within our TPT
Space, and while anyone can initiate a run, approval from a member of the TPT Admins group is
required before it is allowed to apply. We are also experimenting with requiring that an approval
come from someone other than the initiator of the run — this would give us a similar workflow to

how we currently manage Pull Requests in GitHub, where peer approval is required.”

This approach mirrors how almost all XL stacks interact with policies. IXL is also in the early stages
of implementing other policies, including notifications for approved applies. With the team more
comfortable working in Rego (the language used for writing policies in Open Policy Agent), they are
exploring other policy types. “Spacelift’s policy system is decently extensible, so there’s a lot we

could do with it in the longer term.”
Where contexts come in

IXL uses contexts extensively to define environments. Environment-agnostic laC is combined with
environment-specific contexts to keep code consistent between different environments, and
contexts are also used for easy secret management when appropriate. Each environment has an
environment-specific stack and a corresponding context used to inject environment-specific data
into it. The stack tracks a “common” directory from the source repository, which is used across every
environmental permutation. In other words, if a project has a staging stack and a production stack,
both stacks are referring to the same “common” directory, and the environment-specific differences
are contained in the injected contexts. The repository contains environment-specific directories, one
for each environment, which then contains a “mounted_files” directory. Files from that directory are
T injected into the project root at runtime, to combine with the files in the “common” directory. This
creates a project root with environment-specific local configuration, import blocks, and so on. Below

Is an example project root at runtime, with the sources of each file labeled:

B1106XRZA9001H6BGE3N3ESGEN] Running custom task with 8 custom hooks...
JSmnt/workspace/source/foundationd/iam/policies/common

total 276
=X WA WX
= MWX FWX FWX

spacelift root 235 Jul 28 1B:45 default_values.tf From Common
spacelift root 4623 Jul 28 18:45 env_specific.tf «

spacelift root 1628 Jul 28 18:45 imports.if -

spacelift root 1994 Jul 28 18:45 locals.tf

spacelift root 487 Jul 28 18:45 main.tf

spacelift root 187 Jul 28 18:45 putputs.tf From Context
spacelift root 19985 Jul 28 18:45 policy_documents. yl/

spacelift spacelift 222755 Jul 28 18:46 spacelift.stated<before.json

spacelift spacelift 1422 Jul 28 18:45 5tate—cred2ﬁ}f§is.tf

spacelift root 471 Jul 28 18:45 variables,tf
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The future of IXL's 1aC strategy

For properties that already have |aC, IXL is moving them toward the One Stack model, but the
priority is to take properties that don’t have proper 1aC yet and set up their foundations and
eventually their application infrastructure with the model. “That’s the vision,” says Rob. “Basically,
what I'm trying to do is present a concrete view of what it could be like, and then, as | build this, |
can build or propose tools or processes that would make life easier for everybody. That will entice

people to embrace this structure because | know that itis a little complicated.”

The plan is that, as more properties shift to the standardized model, IXL will reach a critical mass
where people are building tooling and processes for it, and the support teams are becoming more
familiar with it. “Some of our properties don’t have their own dedicated DevOps teams, so one of
the biggest enticements is that if they follow this model, they’ll gain a set of DevOps engineers who
understand it and can help you take care of your infrastructure code because it will look like every

other property that has onboarded it.”

Clayton underlines why this kind of standardization is so important. “We have 15+ properties and
they’'re growing, year by year — month by month in some cases — and so one of our big charges is
to support the implementation of things like what Rob is doing, which is to take a common pattern
that is generalized enough that anyone can use it and have just two or three experienced DevOps

engineers supporting an entire fleet of brands that can extend as needed.”

Rob agrees: “My job is to support Clayton and his team by designing a model that is basically
universal. Every property that uses AWS is always going to need networking, so that’'s a VPC,
security groups, |IAM policies and rules, and all this other stuff that's really easy to fitin. The hard
part is accommodating the application infrastructure for different services, so when | come across a
new property that uses something else — like, say (Amazon) Kinesis, | need to design a universal
way to accommodate that particular service, but it will have the exact same structure so that it

becomes universal for every property that uses Kinesis, for example.”

Much of the standardization work is now complete, and the key remaining task is a one-time effort
to pull everything into the standardized model so that it's easier to follow the set approach than to

try to build something new.

Clayton sums it up: “We continue to focus on standardization and easily repeatable patterns, with a

goal of making our standard approach the easy-default option for those who come later.”
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